) eSafety Label

for a safer school

eSafety Label — Eylem Plani

KAPTAN-I DERYA iLKOKULU i¢in Pinar Uygun tarafindan sunulan eylem plani - 28.01.2021 @
22:59:16

Altyapi

Teknik giivenlik

= Her yastan 6grencide bir egitim yaklasimi ve dayanikhlik olusturmak da gtivenli ve sorumlu
¢evrimigi kullanimin anahtaridir,Bu nedenle tiim 6gretmenleri ,68rencileriyle iyi ve glivenli bir
dijital vatandas olma konusunda nasil konusabileceklerini tartismak igin bir araya getirin. Rol
yapma ve grup oyunlari yoluyla bu konu hakkinda sinifta gerceklestirilebilecek tartisma ornekleri
icin www.europa.eu/youth/EU _en adresini ziyaret edin.

= QOkul sisteminiz bir glivenlik duvari ile korunmaktadir. Guivenlik duvari ve givenlik duvarinin
yonetimi diizenli olarak gézden gegirilir ve gerektiginde glincellenir.

Ogrenci ve personelin teknolojiye erisimi

= QOkulunuzda gorevlilerin ve 6grencilerin izin aldiktan sonra USB bellek kullanmalarina izin
verilmesi gergegi, ilgili tiim personelin ne zaman glvenli bir sekilde bunlari kullanilabileceklerini
bilmeleri icin yeterli egitim almalarini gerektirir. Bu sizin okulunuzda uygulanmakta midir?
Personel ve 6grencilere izin verirken sistemlerinizi glivende tutmak bu kurallar
Kabul Edilebilir Kullanim Politikanizdaki kurallara dahil etmeniz gerekir

Cikarilabilir cihazlarin kullanimi hakkindaki bilgi formunu kontrol edin.

www.esafetylabel.eu/group/community/use-of-removable-devices , tim giivenlik hususlarini
kapsadiginizdan emin olmak igin.

Veri korumasi

= Okulunuz igin, belirli okul kayitlarinin nasil saklandigina, arsivlendigine ve
bertaraf edildigine dair bir arsiv plani vardir. Bu ¢ok iyi. Planin takip edildiginden emin


http://www.europa.eu/youth/EU_en
http://www.esafetylabel.eu/group/community/use-of-removable-devices

olun ve Veri Koruma Yasasi ve diger ilgili mevzuat ile ilgili oldugundan emin olmak icin
diizenli olarak gozden gecirin.
. Daha fazla bilgi icin ilgili bilgi formunu kontrol edin.
= QOkulunuzun, cihazlarin korunmasinin 6nemi konusunda, dncelikle tasinabilir olanlardan
, egitim materyalleri saglamasi iyidir. Litfen bunlari giris yoluyla baskalariyla paylasmayi
disinin. Ayrica malzemeleriniz en son teknoloji ile uyumlu olduklarindan emin olmaniz icin
dizenli olarak gézden gecirilmelidir

Yazilim lisanslama

= TUm personelin yeni yazilim satin alma prosediiriinden haberdar oldugundan ve tim
lisanslarin uygun ve onlari kullanacak 6grenci ve personel icin yeterli sayida oldugundan
emin olunmalidir.
. Wikipedia'daki Son kullanici lisans s6zlesmesi bolimu hiikim ve kosullari anlamak ve
yazilim s6zlesmelerini karsilastirmak igin yararl bilgiler saglayacaktir.

= QOkulunuz, yazilim ihtiyaclari icin gergekgi bir bltce belirledi. Bu iyi. Bu sekilde kalmasini
saglayin. alternatiflere de bakmak isteyebilirsiniz, 6r. Bulut hizmetleri veya agik yazilimlara

= YUkl yazilimlar ve lisanslari hakkinda kisa bir stire icinde genel bir bakis elde etmeniz
birkag kisinin yardimini alabilirsiniz. Bunu merkezilestirmeyi disinin.

BT yonetimi
= Yilda bir kez yeni donanim / yazilimla ilgili kararlar alinir. Yil boyunca talepler uyarinca
yeni donanim / yazilima da izin vermenin yollarini arastirin. Ogretmenlerin yetkisiz kopyalama
ve bunun dogal tehlikeleri ve maliyetleri ile ugrasmadan daha ilgi ¢cekici bir dersler
yaratmalarina izin verecek..
= Okul bilgisayarlarlarina kurulan yeni yaziimlarin kullanimiyla ilgili egitim alinmasi ve /
veya bir klavuz saglanmasi iyi bir uygulama olur.. Bu, okul tGyelerinin yeni 6zelliklerden

yararlanmasini, ayni zamanda ilgili durumlarda giivenlik ve veri koruma sorunlarinin farkinda
olmasini saglar

Politika
Kabul Edilebilir Kullanim Politikasi (AUP)

= Cep Telefonu Politikasini okul genelinde amaca uygun olarak uygulandigindan emin
olmak icin dlizenli olarak gézden gecirin. strekli

Okulda cep telefonu kullanimina iliskin bilgi notlari :

( www.esafetylabel.eu/group/community/using-mobile-device-in-schools ) ve Okul Politikasi
( www.esafetylabel.eu/group/community/school-policy ) faydali bilgiler saglayacaktir.



http://www.esafetylabel.eu/group/community/using-mobile-device-in-schools
http://www.esafetylabel.eu/group/community/school-policy

= QOkul toplulugunun tiim Gyeleri icin Kabul Edilebilir Kullanim Politikasina sahip olmaniz
iyi bir sey.
AUP'nizin amaca uygun ve yeterince kapsamli oldugundan emin olmak icin su adrese bir goz
atin:

www.esafetylabel.eu/group/community/acceptableuse-policy-aup-

adresindeki Kabul Edilebilir Kullanim Politikasi hakkindaki bilgi formu ve kontrol listesi.

= Okul politikalarinin okulunuzda yillik olarak gézden gegirilmesi iyidir. Ayrica okul
politikasini etkileyebilecek degisiklikler oldugunda uygun giincellemelerin yapildigindan emin
olun. Tim personel, politikanin igeriginden haberdar olmalidir.

Raporlama ve olay yonetimi

= TUm personel, potansiyel olarak yasa disi olabilecek materyallerle basa ¢cikma
prosediriine asina mi? Bu tir vakalarda okul yonetim kademesinden genel sorumlulugu
alabilecek bir gorevli var midir ?
Proseduriin Okul Politikasindaki tim personele ve Kabul Edilebilir Kullanim Politikasi
kapsamindaki personele ve 6grencilere agik bir sekilde iletilmesi gerekir.
. Yasadisi oldugundan suphelenilen icerigi ulusal INHOPE yardim hattiniza bildirmeyi
unutmayin.

( www.inhope.org )

= Litfen bu konulari ele aldiginiz materyalleri 6zellikle okuldaki 6grenciler ve velilerle
eSafety Label portal Uzerinden paylasin.

Personel politikasi

= Okul politikasinin, akilli telefonlar gibi potansiyel olarak givenli olmayan cihazlarla ilgili
riskler hakkinda bilgi icermesi iyi bir uygulamadir ve buna atifta bulunulur. Okul politikanizi
kanit araci yukleme yoluyla paylagsmayi diistiniin,buna Okulum alanindan da erisilebilir.

= Kabul Edilebilir Kullanim Politikanizda (AUP) 6gretmenlerin sinifta cep telefonu
kullanimina iliskin yonergeleriniz vardir. Diger e-Glivenlik Etiketi okullarina yardimci olabilecek
iyi bir uygulama modeli oldugu icin AUP'nizi okul profilinize yikleyin.

Ogrenci uygulamasi / davranisi

= QOgrencilerin e-Giivenlik konusunu tartisirken ,mifredat yada mifredat disi okul
etkinliklerini sekillendirme olanagina sahip olmalari iyidir.. Bu sekilde daha etkilesimli
olacaklar ve ayni zamanda 6gretmenin gercek yasam sorunlarini tanimalarina olanak tanir.

= Kabul Edilebilir Kullanim Politikanizda elektronik iletisim yonergeleri tanimladiniz ve bu
diger okullar icin iyi uygulama 6rnegi olarak yararh olacaktir.. Elektronik iletisim kurallari
hakkinda 6grenciler icin bir egitim olusturabilir ve diger okullarinda yararlanabilmesi igin


http://www.esafetylabel.eu/group/community/acceptableuse-policy-aup-
http://www.inhope.org/

bunu My school area lGzerinden okul profilinize ylkleyebilir misiniz?
Cevrimigi okul varhgi

= QOkulda fotograf ve video cekme ve yayinlama hakkindaki bilgi formunu Okul
Politikasinin tim alanlari kapsadigindan emin olabilmek icin kontrol edin.

( www.esafetylabel.eu/group/community/taking-and-publishing-photos-and-videos-at-
school )

, ardindan Okul Politikanizin bu boliminG diger okullarin da sizin iyi uygulamalarinizdan
haberdar olabilmeleri igin profil sayfanizda Okulum

Uygulama

E-Giivenlik yonetimi

E-Guvenlik'ten sorumlu atanmis bir personele sahip olmaniz iyi bir sey. Tim paydas
gruplarini iceren lUyelerden olusan bir e-Glvenlik komitesinin olusturulmasi yararli olacaktir.
E glvenlikten sorumlu personel Okul Politikanizin gelistiriimesine ve dizenli olarak gézden
gecirilmesine katilmaktadir. Bu gérevli herhangi bir olay oldugunda sadece olayla ilgili
bilgilendirilmekle kalmamali, olayla ilgili olayin ele alinisini gésteren
www.esafetylabel.eu/group/teacher/incident-handling formunu da doldurmalidir.

Miifredatta e-giivenlik

= QOkulunuzda cocuklarin erken yaslardan itibaren sosyal medyayi kullanirken ortaya
cikabilecek sonuglar ve sorumluluklari hakkinda egitilmeleri yararh olacaktir.
. Lutfen herhangi bir kaynagi Okulum alaninda bulunan evidencetool araciligiyla paylasin

= Ortaya ¢ikan sorunlara ayak uyduran bir e-Glvenlik mifredati saglayabilmeniz évgliye
deger.Bu alanda gelistirilen yeni kaynaklari kullanmaya devam edin. Miifredati nasil
tasarladiginizin ana hatlari ve kullandiginiz kaynaklardan linklerini okul profilinize bir
ylUkleyebilir misiniz? Bu diger okullaricin cok faydali olacaktir.

= Cinsel icerikli mesajlasma bircok genci etkileyen bir konudur. Cinsel icerikli
mesajlasmanin olasi sonuglari ve risklerini onlarla paylasmak konu etrafinda bazi tartisma
firsati olusturacagi icin 6nemlidir. Sexting, genis ve dengeli bir e-Glivenlik mifredatinin
onemli bir parcasi olmalidir.

Miifredat disi etkinlikler

= E-Glvenlik konusunda 6grenciler arasinda akran danismanligini nasil diizenlersiniz? ENABLE
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projesinin kaynaklarina g6z atin ve eSafety Label toplulugu forumunda fikirlerinizi paylasin,
boylece diger okullar benzer bir yaklasim olusturabilmek icin deneyimlerinizden
yararlanabilirler.

= Ogrencilerinizin cevrimici aliskanliklari hakkinda sahip oldugunuz bilgileri eSafety Label
toplulugu sayesinde diger okullarla paylasabilirsiniz.. Ornegin, 6grencilerin cevrimici
aliskanhklari hakkindaki en son anket bulgularini Okulum alaninda okul profilinize
yUkleyebilirsiniz

Destek kaynaklari

= Diger okul hizmetlerinin e-Glivenlik konularindaki calismalara dahil oldugunu bilmek
glzeldir (6rn. Danismanlar, psikologlar, okul hemsiresi). Okul Politikanizin gelistirilmesine ve
dizenli olarak gozden gecirilmesine katkida bulunmaya da davet ediliyorlar mi? Bunun nasil
yonetildigine dair bir vaka calismasini eSafety Label projesindeki okul profil sayfanizda
paylasabilirsiniz, boylece baska okullar da deneyimlerinizden faydalabilirler.

= E-Glvenlik konularinda 6grencilerin glivendikleri ,e gilivenlik konularinda bilgili bir
o6gretmene sahip olmaniz harika olur.

Personel egitimi

=  Tim personelin e-Glvenlik konularinda dizenli egitim almasi 6grencileriniz icin gercek
bir fayda saglayacaktir. Personelden egitimin orta ve uzun vadeli faydalari hakkinda geri
bildirim toplayin ve www.esafetylabel.eu/group/community/suggestions-for-onlinetraining-
courses adresindeki egitim kurslari 6nerilerini gébrmek icin e-Glvenlik Etiketine basvurun

= QOkulunuzda personel arasinda bilgi alisverisi tesvik edilmelidir. Bu tiim okul i¢in yararh
olacaktir.E-Glvenlik konularinda PowerPoint'leri, belgeleri veya benzer bilgileri Okulum
alaninda bulunan kanit araci yoluyla ylkleyin,
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eSafety Label

ey eSafety Label - Action Plan

Action plan submitted by pinar uygun for KAPTAN-I DERYA ILKOKULU - 28.01.2021 @ 22:59:16

By submitting your completed Assessment Form to the eSafety Label portal you have taken an important step
towards analysing the status of eSafety in your school. Congratulations! Please read through your Action Plan
carefully to see what you can do to improve eSafety further in your school. The Action Plan offers useful advice and

comments, broken down into 3 key areas: infrastructure, policy and practice.

Infrastructure
Technical security
An educational approach and building resilience in pupils of all ages is also key to safe and responsible online use so bring

together all teachers to have a discussion on how they will talk to their pupils about being a good and safe digital citizen. See

www.europa.eulyouth/EU _en forexamples of discussions that can take place in the classroom on this topic, through role-play

and group games.

Your school system s protected by a firewall. Ensure that the provision and management of the firewall are regularly reviewed

and updated, as and when required.

Pupil and staff access to technology

The fact that staff and pupils are allowed to use USB memory sticks in your school following permission, would require that all
staff concerned receive adequate training to be able to know when they can be used safely. Is this the case? To keep your
systems secure whilst allowing staff and pupils you also need to include the ground rules in your Acceptable Use Policy.

Check the fact sheet on Use of removable devices at www.esafetylabel.eu/group/community/use-of-removable-devices to

make sure you cover all security aspects.

Data protection
There is aretention plan in place for your school detailing how specific school records are stored, archived and disposed. This
is very good. Ensure that the plan is followed and review it regularly to ensure it relates to the Data Protection Act and other

relevant legislation. Check the according fact sheet for more information.

Itis good that your school provides training materials on the importance of protecting devices, especially portable ones.


http://www.europa.eu/youth/EU_en
https://www.esafetylabel.eu/group/community/use-of-removable-devices

>

Please consider sharing those with others through the in . Also ensure that your materials are regularly reviewed to ensure

they are in line with the state of the latest technology.

Software licensing

Ensure that all staff are aware of the procedure for purchasing new software and that alllicenses are appropriate for the number of

pupils and staffthat willbe using them. The End-user license agreement section in Wikipedia



http://en.wikipedia.org/wiki/End-user_license_agreement

will provide useful information for understanding terms and conditions and comparing software agreements.

* Yourschool has set arealistic budget for software needs. This is good. Ensure that it remains this way. You might also want to

look into alternatives, e.g. Cloud services or open software.

* ltis good that you can produce an overview of installed software and their licences in a short time frame with the help of several

people. Consider centralizing this.
IT Management

* Once a year decisions on new hard/software are made. Investigate ways to also allow for new hard/software requests throughout
the year. Itwill allow teachers to create a more engaging lesson without the temptation of unauthorized copying and its inherent

dangers andcosts.

» Itis good practise that your are training and/or providing guidance in the use of new software that s installed on school computers.
This ensures that school members will take advantage of new features, but also that they are aware of security and data protection

issues where relevant.

Policy
Acceptable Use Policy (AUP)

* Regularly review the Mobile Phone Policy to ensure thatitis fit for purpose and thatitis being applied consistently
across the school. The fact sheets on Using mobile phones at school

(www.esafetylabel.eu/group/community/using-mobile-device-in-schools) and School Policy

(www.esafetylabel.eu/group/community/school-policy) will provide helpfulinformation.

* Itis good that you have an Acceptable Use Policy for allmembers of the school community. Regularly review the AUP to ensure
that itis still fit for purpose; to ensure that your AUP is sufficiently comprehensive, take a look at the fact sheet and check list on

Acceptable Use Policy at www.esafetylabel.eu/group/community/acceptable- use-policy-aup-.

* Itis good that school policies are reviewed annually in your school. Ensure that they are also updated when changes are put into

place that could affect them. All staff should be aware of the contents of the policy.

Reporting and Incident-Handling

*  Are all staff familiar with the procedure for dealing with material that could potentially be illegal? Is there a named person from the
school senior leadership team who takes overall responsibility in this type of case? The procedure needs to be clearly
communicated to all staff inthe School Policy, and to staff and pupils in the Acceptable Use Policy. Remember to report and

suspected illegal content to your national INHOPE hotline (www.inhope.orq).

* Please share the materials in which you tackle these issues especially with pupils and parents in the of the eSafety Labelportal.

Staff policy
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Itis good practice that the school policy includes information about risks with potentially non-secured devices, such as
smartphones and that reference is made to it. Consider sharing your school policy via the uploading evidence tool, also

accessible through the

You have guidelines in your Acceptable Use Policy (AUP) on teachers’ classroom usage of mobile phones. Upload your AUP to

your school profile as itis a model of good practice that can help other eSafety Label schools.

Pupil practice/behaviour

Itis good that pupils have the possibility to shape school activities when discussing eSafety, be it extra-curricular and curricular
ones, based on whatis going on in their daily lives. This way they willbe more engaged and it also allows the teacher to recognise

real lifeissues.

You have defined electronic communication guidelines in your Acceptable Use Policy and this would be a useful example of
good practice for other schools. Can you create a tutorial about electronic communication guidelines for pupils and upload it to

your school profile viayour My school area so that other schools can benefit from your experience.

School presence online

Check the fact sheet on Taking and publishing photos and videos at school

(www.esafetylabel.eu/group/community/taking-and-publishing-photos-and-videos-at-schoal) to see that your School Policy

covers allareas, then upload this section of your School Policy to your profile page viayour My schoolarea so that other

schools can learn from your good practice.

Practice

Management of eSafety

Itis good that you have a designated member of staffresponsible for eSafety. Consider whether it would be helpful to have
an eSafety committee comprising members from all groups of stakeholders. Ensure that this person is involved in the
development and regular review of your School Policy. She or he should not only be informed, but should also fill out the

Incident handling form whenever an incident arises at www.esafetylabel.eu/group/teacher/incident-handling.

eSafety in the curriculum

Itis very good that, in your school, pupils are taught from an early age on about responsibilities and consequences when using

social media. Please share anyresources through the uploading evidence tool, accessible also viathe My school area.

Itis commendable that you are able to provide an eSafety curriculum that keeps up with emerging issues. Continue to make
use of new resources as they are made available. Can you upload to your school profile an outline of how you design the

curriculum and links to some of the resources you use — this would be most helpful for other schools.
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» Sexting is an issue which affects many young people. Sharing possible consequences and risks with them is important, as
is the opportunity for some discussion around the issue. Sexting should be part of a broad and balanced eSafety

curriculum.

Extra curricular activities

» How do you organise peer mentoring among pupils on eSafety? Check out the resources of the ENABLE project and share your
ideas in the forum of the eSafety Label community so that other schools can benefit from your experience to establish a similar

approach.

» Consider sharing the information you have about your pupils' online habits with other schools through the eSafety Label
community. You could, forexample, upload your latest survey findings on pupils’ online habits to your school profile via your My

school area.

Sources of support

» It is good to know that other school services are involved in eSafety issues (e.g. counsellors, psychologists, school nurse).
Are they also invited to contribute to developing and regular review of your School Policy? Publish a case study about how this
is managed in your school on your school profile page on the eSafety Label project website, so that others can learn from your

experience.

» Itis greatthat you have a staff member which is knowledgable in eSafety issues who acts as ateacher of confidence to pupils.

Staff training

» It should be a real benefit to your pupils that all staff receive regular training on eSafety issues. Continue to gatherfeedback
from staff on the medium- and long-term benefits of the training and consult the eSafety Label portalto see suggestions for

training courses atwww.esafetylabel.eu/group/community/suggestions-for-online- training-courses.

» In your school knowledge exchange between staff members is encouraged. This is beneficiary to the whole school. Upload
PowerPoints, documents or similar of knowledge exchanges on eSafety topics viathe uploading evidence tool, accessible also

viathe My school area.

Upload evidence My school area
Forum reporting of incidents
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